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1 — EHRTILFRYTARICETHTERM We will decide the issue you
questioned when selecting
each communication system..
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2 AY—hA—4—F | <KERRE> Thank you for your comments.
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We will consider your
comments on the whole
system in selecting
communication method or

designing our system.

And we will decide the
specification concerning
security and hand—held
terminal you questioned when
selecting communication
method or designing our

system.
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English summary for Opinion :

® We have understand that security function and its robustness need to be improved

stronger as latest threat has more professional hacking techniques, and pure

software protection mechanism are not strong enough to protect about the network

communication itself.

In order to improve the system and network communication process more

robustness, we think secure microcontroller base solution should be one of good

solution.

As secure micro controller has enough market experience with significant important

project like government and financial service, its adaptation area is coming more IT

area include network communication.

® We have three different solution ;

BM:

>

AuKey :: proprietary optimized solution to minimize the stress of the secure
process but gives highest security function as turn key solution.

SSL/TLS :: As one of most famous technology, many of application and system
of the current infrastructure has been relying on this method.

To synchronize with a secure micro controller (TPM etc), significant
enhancement of secure robustness can be made, with almost standard solution.
TCG / TNC :: TCG(Trusted Computing Group) is the standard body to promote
advanced secure technology for widely promoted to every IT segment (from PC
client to infrastructure, include network connection). TCG has specific network
security WG ; TNC (Trusted Network Connect) which give enhanced secure
solution with more interoperability, and can be maximize its security robustness

with standard secure microcontroller called TPM which is defined same TCG.

1. Does the system has to follow the protection profiles submitted by the BSI?
B RATLIFRAYBS] HNORESNFZRAI— b A—2—L XA T LIZEAT5EF2T
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®  “Protection Profile for the Security Module of a Smart Metering System
(Security Module PP) V0.8.3”

® Protection Profile for the Gateway of a Smart Metering System v01.01.01(final
draft)

2. With an Handheld terminal on site when communication network is not available between

smart—meter and MDMS

BERYRT—VIZEENHIBZED. NV TA—2—3F L TOEEREIZONT;

® What is the level of security required with handheld terminal (data protection |,
smart—-metering recognition?)
NITA—E—SFLEEDEFLITADOLALIEEDEEDLDLEDTLELS
e

(T—42RE AV A—E—DFBEEEITDVTHATTEL,)

® Which technology is used for communication between Handheld terminal &
smart-meter (IR, NFC)?
NITA—B—2FIVERR—IA—E—RHDBREARBZEDISIBLDELSEATL
£IH ? (FFHERBIE . NFCL 5 E)

<¥EfH>

TCG (Trusted Computing Group) :
http://www.trustedcomputinggroup.org
TCG: TNC Network Security

http://www.trustedcomputinggroup.org/solutions/network_security

RUKRMMEHR: TEPCO Smartgrid — RFC apr20b.pdf

<ERRE>
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Thank you for your comments.
We will consider your

comments in selecting

4



http://www.trustedcomputinggroup.org/
http://www.trustedcomputinggroup.org/solutions/network_security
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In general, Power Line Communication is demonstrated to be a reliable, mature and
cost—effective technology to implement massive AMI systems. In particular, more than 40M
meters implementing “Meters&More” PLC technology have been already successfully
deployed worldwide.

Emerging RF Mesh technologies are interesting but should need extensive pilots before being
considered as complementary to PLC infrastructure, to verify system performances, wireless
security and immunity levels, protocol communication stability and interoperability issues.
PLC can be effectively adopted even In the Japanese context, as demonstrated by several
field tests performed by TNJ association in real LV and MV Japanese networks. In particular
the demonstrated ability to pass through MV/LV transformers makes PLC and especially
“Meters&More”,

the most cost—effective and reliable solution in Japan not only in

high—rise—buildings, but also in common residential and rural areas.

communication method.

We basically aim to adopt an
established standard. We will
evaluate each system by RFP
and demonstration
examinations in terms of cost
efficiency, technical
advantage, expected future
growth.

We will further consider the
PLC technology concerning
the effects on our distribution

facilities.
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Slide 17 - A
concentrator is
installed for each
transformer to
ensure the
communication
quality considering
transmission loss
passing through
transformer. (The
number of customer
is 10 to 20 per

transformer)

<ERR®E>

COMMENT#1

PLC technology has been demonstrated capable to pass through MV/LV transformers. In
fact, the recent tests performed by TNJ association in Japan have been very successful
especially for Meters&More PLC technology which is already massively deployed in LV
networks in Europe.

By passing through transformers, the Japanese and US network scenarios can be compared
to European one since the number of customer (meters) per concentrator can be extended

to several hundred, so making PLC a performing and cost—effective solution even in Japan.

<HEfB>
Attach here reference to TNJ report

Thank you for your comments.
We will consider your
comments on PLC technology
in selecting communication
method from the standpoint of

reducing total cost.
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Slide 18 — PLC : Not
suitable for wide
range coverage due
to its low
aggregation
efficiency to the

concentrator

<ERRNE>
COMMENT#2
Refer to COMMENT #1

<HEfh>
Refer to COMMENT #1

Thank you for your comments.
We will consider your
comments on PLC technology
in selecting communication
method from the standpoint of

reducing total cost.
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Slide 18: RF mesh:
Low power
consumption due to

low—power radio

<BERRE>
COMMENT#3
Above statement is true in general considering the single node in the network due to low TX
allowed power, but an energy estimation should be done at the network/system level.
Furthermore, even using a RF mesh architecture, having limiting the maximum TX signal
issues in case of long node—to—node,

power can have communication reliability

node—to—concentrator distances and/or in case of infra—node metallic shields presence

<¥Efg>

Energy consumption should be considered at system level. Typically, in a low power mesh
network, a message before reaching the gateway (concentrator) needs to go through many
nodes. Each of them spends energy to process and re—transmit data packets. The overall
energy balance could be not so advantageous respect to other network architectures. For
example, PLC technology is able to control node power output depending on concentrator /
meter channel condition (power control) so using low power in best channel conditions and
high power in very harsh ones. Furthermore, a repeating message function can be
automatically activated when direct communication concentrator—-meter is not possible and

in general to extend network communication distances.

Thank you for your comments.
We will consider your
comments on power
consumption in selecting
communication method from
the standpoint of reducing

total cost.
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Slide 18: RF mesh
has an advantage in
running cost since it
doesn’ t need
communication fee

for each meter.

<BERRNE>
COMMENT#4

This statement is also true for PLC technologies

Thank you for your comments.
We will consider your
comments on PLC technology
in selecting communication
method from the standpoint of

reducing total cost.
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Slide 18: RF Mesh:
Applied in common
residential areas

etc.

<ERRW®E>

COMMENT#5

In principle emerging RF Mesh technologies, such as 802.15.4x, could be adopted in
residential areas, but the related technologies and standards are not yet mature and
sometimes still in development. So, our recommendation is to start a Smart Metering
deployment by using the PLC technology, due to its higher maturity and field proven long
term use in AMI systems.

Emerging RF Mesh technologies should need extensive pilots before being considered as
complementary to PLC infrastructure, to verify system performances, wireless security and
immunity levels, protocol communication stability and interoperability issues.

Moreover, due to demonstrated capacity of PLC to pass through transformers, PLC cost
effectiveness is improved also in this Japanese scenario, making PLC technology very cost

effective also in residential areas.

<¥EfB>

AMI with communication based on PLC are fully deployed at worldwide level in all scenarios
(urban, high—density urban, rural ones). For example, 40 millions of meters running PLC
meters&more are already installed and successfully operating on field.

In particular, “Meters&More” technology is already a consolidated open standard
specification defined by European CENELEC regulations (to become soon adopted also by
the International Electro—technical Commission IEC Organization) and it can be openly
improved, if needed, to include optional features fitting specific requirements of Japanese
market. For example, Meters&More field tests have been recently performed in Japan with

single— or dual-channel carrier frequencies (115kHz, 132kHz) allowing higher transmission

Thank you for your comments.
We will consider your
comments on RF mesh and
PLC in selecting
communication method from
the standpoint of reducing

total cost.
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power (350mW) by ARIB regulations. As a result, close 100% communication success rate
has been achieved in many different conditions including long distances over MV cables,
MV-LV transformer passing and stable communication under very high noisy environments

(e.g. with LED lighting)

Slide 25:
Communication
units simultaneously
transmitting
30-minute meter
readings cause
congestion;
therefore,
transmission to the
MDMS in near real
time, the
requirement of the
smart meter
communication
network, becomes

difficult

<ERR®E>
COMMENT#6
Meters&More protocol is inherently resilient to congestion, its Master/Slave nature
guarantee that a meter only communicate under Concentrator control, avoiding any possible

congestion on the PLC channel.

<¥#Efg>
The Meters&More Master/Slave architecture, which is based on the fact that every meter
only communicate under concentrator control, always guarantees two conditions:

— No congestion on the PLC medium

— Every high—priority message can be immediately forwarded to the destination meter, the
priority management is centralized at the Concentrator side and is therefore inherently
effective and predictable, not relying on CSMA mechanisms, randomized back—off times and

SO On

Thank you for your comments.
We will consider your
comments on the
Meters&More protocol in
selecting communication
method from the standpoint of
curbing the network

congestion..
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